Heard about the “waiting package” phishing
scam?
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Phishing scams can be hard to spot. For example, we’ve been hearing about one where people
get a text message saying that there’s a package waiting for them, and asking them to click a link
to learn more. Sounds innocent enough, right? Unfortunately not.

The messages are coming from scammers. In some cases, they’re targeted at college students. In
that version, scammers text returning students to say there’s a package waiting for them —
sometimes claiming it’s been waiting since last spring, when many students had to go home from
campus quickly.

Whatever the message is, this rule stays the same: If you get an unexpected text message about a
package, don’t click on any links. If you think the message could be legit, contact the company
using a website or phone number you know is real. But don’t use the information in the text
message.

Why do you want to avoid clicking the link? Once you click, they can trick you into giving
personal information — letting scammers steal your passwords, account numbers, or Social
Security numbers. Clicking these links could also let scammers download malware onto your
device.
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